.0 0\ 0is o el 0 0 0
oo o 9 e)e s |ld @ b
N 9 i

o\

CONTENTS

SOFTWARE SECURITY

9  OgnevR.A., Zhukovsky E.V., Zegzhda D.P, Kiselev A.N.

IDENTIFICATION OF MALICIOUS EXECUTABLE FILES BASED
ON STATIC-DYNAMIC ANALYSIS USING MACHINE LEARNING

26 Zubkov E.A., Zhukovsky E.V.

RESEARCH OF INFORMATION SECURITY PROBLEMS
OF HETEROGENEOUS CORPORATE COMPUTER NETWORKS

NETWORK AND TELECOMMUNICATION SECURITY

39 LavrovaD.S., Strukova N.E.
PREDICTING NETWORK ATTACKS ON IOT SYSTEMS USING REGRESSION ANALYSIS

APPLIED CRYPTOGRAPHY

51 Karachanskaya E.V., Romanov A.K.

DEVELOPMENT OF A DATA HASHING METHOD BASED
ON CELLULAR AUTOMATION AND ITS ADVANTAGES

61 Shenets N.N.

AUTHENTICATION AND KEY ESTABLISHMENT IN WSN BASED
ON KEY PRE-DISTRIBUTION

72 Shakurskiy M.V.

TWO-COMPONENT REAL-TIME STEANOGRAPHIC SYSTEM OF INFORMATION
EMBEDDING IN THE LEAST SIGNIFICANT BITS OF AUDIO SIGNAL

CRITICAL INFORMATION INFRASTRUCTURE SECURITY

79 Gryzunov V.V, Kornienko A.A., Glukharev M.L., Kryukov A.S.

SELECTION OF TRUST MODELS WHEN INTEGRATING DISTRIBUTED
INFORMATION SYSTEMS OF CRITICAL APPLICATION

CYBER-PHYSIC SYSTEMS SECURITY

91 Lavrova D.S., Pavlenko E.Y., Vasileva K.V.

DEVELOPMENT OF A MECHANISM TO CONTROL MESSAGE INTEGRITY
ON THE LOCAL NETWORK OF VEHICLES



101 Zegzhda D.P, Pavlenko E.Y.
ARTIFICIAL IMMUNIZATION IN CYBERSECURITY DUTIES

112 Sergadeeva A.l,, Lavrova D.S.
BANKING FRAUD DETECTION USING GRAPH NEURAL NETWORKS

RESEARCH, MONITORING AND OPTIMIZATION
OF AUTOMATED PROCESS CONTROL SYSTEMS

123 Shmeleva A.S., Suloeva S.B., Rostova O.V.

USE OF AGILE MANAGEMENT TOOLS IN PROJECTS
OF INFORMATION SECURITY SYSTEMS IMPLEMENTATION

BIG DATA PROCESSING SECURITY

137 Grusho A.A., Grusho N.A., Zabezhailo M.I., Timonina E.E.
THE PROBLEMS OF TRUST ASSESSMENT IN BIG DATA ANALYSIS

144 Poltavtseva M.A., Torgov V.A.

DISTRIBUTED LEDGER TECHNOLOGIES APPLICATION TO AUDIT
AND INVESTIGATE INCIDENTS IN BIG DATA PROCESSING SYSTEMS



