heeee ecee
eeee oceoe
eeee oo
eeee oo
%Ceeee ssee
o000 ®® e e eeee

o
o

00000 g 900 0000
ecee ocoe

000CO e e e e ©0 e e

00000 e @06 ©00 6

00000

CONTENTS

INFORMATION SECURITY ASPECTS

9

Zegzhda D. P, Anisimov V. G., Suprun A. F., Anisimov E. G.

SUBSTANTIATION OF THE RATIONAL COMPOSITION
OF THE INFORMATION SECURITY SYSTEM

INFORMATION SECURITY APPLICATION

19

31

42

48

Pavlenko E. Yu., Polosukhin N. V.
ANALYSIS OF CYBER THREAT INTELLIGENCE INFORMATION EXCHANGE SYSTEMS

Chechin I. V., Marinin A. A., Novikov P. A., Dichenko S. A., Samoylenko D. V.

COMBINATIONAL CODING OF DATA TAKING INTO ACCOUNT
THE ANALYSIS OF THE VALUE OF THE INFORMATION CONTAINED

Belim S. V., Gorshkov S. A.

METHOD OF EMBEDDING HIDDEN DATA IN MESSAGE STREAM
WITH ERROR-CORRECTING CODING

Andrushkevich D. V., Andrushkevich S. S., Kryukov R. O.

A METHOD OF RESPONDING TO TARGETED ATTACKS
BASED ON THE MAPPING OF INFORMATION SECURITY EVENTS
USING INDICATION SIGNATURES

SOFTWARE SECURITY

61

72

Eremeev M. A., Zakharchuk I. I.

RISK ASSESSMENT OF THEUSE OF OPEN SOURCE PROJECTS:
A METHOD FOR ANALYZING METRICS OF THE DEVELOPMENT PROCESS

Volkovskiy M. A., Ovasapyan T. D., Makarov A. S.
MALWARE DETECTION USING DEEP NEURAL NETWORKS

NETWORK AND TELECOMMUNICATION SECURITY

84 Tatarnikova T. M., Sikarev . A.

ATTACK DETECTION BY ARTIFICIAL NEURAL NETWORKS




95 Kovalev A. A., Fedorov I. R.

METHOD FOR ENSURING DATA INTEGRITY
IN EDGE COMPUTING NETWORKS BASED ON BLOCKCHAIN TECHNOLOGY

105 Anoshkin I. A., Orel E. M., Moskvin D. A.
DECENTRALIZED MESSAGING SYSTEMS THREAT MODEL

APPLIED CRYPTOGRAPHY

116 Khutsaeva A. F.,, Davydov V. V., Bezzateev S. V.

OBLIVIOUS SIGNATURE SCHEME
BASED ON ISOGENIES OF SUPERSINGULAR ELLIPTIC CURVES

TECHNOLOGICAL SYSTEMS, ALGORITHMIZATION
OF TASKS AND CONTROL OBJECTS MODELING

122 Poltavtseva M. A., Kalinin M. O., Zeghda D. P.
DATA MODELING IN INFORMATION SECURITY OF POLYSTORES

MACHINE LEARNING AND KNOWLEDGE CONTROL SYSTEMS

133 Ruchkin V. N., Fulin V. A., Ruchkina E. V., Grigorenko D. V.

CLUSTER ANALYSIS OF A COLLECTIVE OF ALGORITHMS
FOR MULTICORE NEURAL NETWORK AUTOMATES AND ROBOTS ON CHIP

145 Yugay P. E., Moskvin D. A.

USING MACHINE LEARNING ALGORITHMS AND HONEYPOT SYSTEM
TO DETECT ADVERSARIAL ATTACKS ON INTRUSION DETECTION SYSTEMS

156 Getman A. I, Goryunov M. N., Matskevich A. G., Rybolovlev D. A., Nikolskaya A. G.

ADVERSARIAL ATTACKS AGAINST A MACHINE LEARNING
BASED INTRUSION DETECTION SYSTEM



